LTCC Advanced Course:  Cryptography and Mathematics 2009
Professor Norman Biggs (LSE) 

· Format    There will be five two-hour sessions, mainly devoted to formal lectures, 
but with some time allowed for discussion of examples.  These will take place at De Morgan House on Mondays, 19 January – 16 February, from 1pm to 3pm.   The topics to be covered are listed below.  The first part of the course will be based on 

[C]   Norman Biggs,  Codes: an Introduction to Information, Communication and Cryptography (Springer, 2008).   
Summaries of the relevant material will be issued.  Fuller notes for the last part of the course will be distributed.

· Syllabus

Session 1 (19 January 2009)

Lecture 1.1    Sources and natural languages   The concept of a source, memoryless sources, stationary sources, entropy, natural languages as sources. [C: Sections 3.1, 3.3, 4.3, 10.1 –10.3]

Lecture 1.2 Foundations of Cryptography    Symmetric-key cryptosystems, frequency analysis. [C: Sections 10.4, 10.5, 11.1 –11.3]

Session 2 (26 January 2009)

Lecture 2.1    Mathematical algorithms  Hill’s cryptosystem, methods of attack, the channel formulation. [C: Sections 11.4, 11.5, 5.1 – 5.3] 

Lecture 2.2   The quest for perfection  Perfect secrecy, the one-time pad, Feistel iteration, DES and AES.  [ C: Chapter 12]

Session 3 (2 February 2009)

Lecture 3.1  Public-key cryptography   Idea of a public key, feasibility, correctness and confidentiality of the RSA cryptosystem. [C: Chapter 13]

Lecture 3.2   Developments Calculations in finite fields, the discrete logarithm, ElGamal cryptosytem.  [C: Chapter 14]

Session 4 (9 Febuary 2009)

Lecture 4.1    Elliptic curve cryptography  Calculations in groups, the group of an elliptic curve, improving the efficiency. [C: Chapter 15]

Lecture 4.2    Theory of elliptic curves  Canonical forms, rational endomorphisms,  the division polynomials.  [Course Notes]

Session 5 (16 February 2009)

Lecture 5.1    Hasse’s theorem  The Frobenius endomorphism and its trace,  proof of Hasse’s theorem.  [Course Notes]

Lecture 5.2    The structure theorem  Characterization of the kernel, structure of the group. [Course Notes]

· Further reading   There are many books on cryptography.  The course text [C] contains many references.  Among the most relevant books for this course are: 

N.Koblitz,  A Course in Number Theory and Cryptography (Springer, 1994).

J.H. Silverman,  The Arithmetic of Algebraic Curves  (Springer, 1986).

R. Crandall and C. Pommerance, Prime Numbers: A Computational Perspective

      (Springer, 2000).

L.C. Washington,  Elliptic Curves, Number Theory and Cryptography (Chapman 

      & Hall, 2003).

I. Blake, G. Seroussi, N. Smart, Elliptic curves in Cryptography (Cambridge, 1999).

· Contact details    Professor Norman Biggs, Department of Mathematics, London School of Economics; email:   n.l.biggs@lse.ac.uk

